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Prologue I 
 
A recent Facebook conversation about photo downloads began with a staff pitch: 
 

 Bigger, Faster Photos, by Justin Shaffer (Facebook Staff) 
Originally Published on Friday, August 26, 2011: With over 250 million 
photos uploaded each day, sharing pictures is one of the most popular 
activities on Facebook.  We are constantly working on making Facebook 
Photos better and today we're introducing some improvements to the 
way you experience photos. 
 

7,897 people like this. 721 people commented. 
 

 
Some user comments linked to Justin’s pitch reveal discontent: 
  

Kalli Gr-Aus • Business Consultant at Freelance 
REMOVE THE DOWNLOAD BUTTON OR AT LEAST GIVE US THE OPTION OF 
WHETHER WE WANT TO ALLOW DOWNLOADS OR NOT...WE CAN'T CONTROL 
THE RIGHT CLICK ON THE PHOTO BUT YOU ARE FORCING US TO GIVE 
PERMISSION BY HAVING THE DOWNLOAD BUTTON! 

 

August 26 at 2:32pm  255 People liked this comment 
  

 Jason Abbott • Top Commenter • Software Engineer at Picaboo 
The crop tool can't download the original which can be much higher 
resolution than what's displayed in the FB viewer. 

 

August 26 at 3:31pm  37 People liked this comment 
  
 Danielle Libine-Collins 

There is always ways to STEAL photography off the Internet (which print 
screens are btw...) but as the owner of our works WE should be the ones 
deciding if we allow people to download or not, it should not be a given by 
FB. 

 

August 26 at 4:09pm  38 People liked this comment 
  
 Heather McGhee 

I agree Kali. I've had several folks tell me on my photography page that they 
have printed off my work. Now that they have increased the resolution, I 
have to reduce mine...again. 

 

August 26 at 4:39pm  23 People liked this comment 
  

http://www.facebook.com/j?ref=blog
http://www.facebook.com/plugins/feedback.php?href=http://blog.facebook.com/blog.php?post=10150262684247131&permalink=0&limit=10&order_by=social&hide_post_profile=0
http://www.facebook.com/jason.e.abbott
http://www.facebook.com/plugins/feedback.php?href=http://blog.facebook.com/blog.php?post=10150262684247131&permalink=0&limit=10&order_by=social&hide_post_profile=0
http://www.facebook.com/plugins/feedback.php?href=http://blog.facebook.com/blog.php?post=10150262684247131&permalink=0&limit=10&order_by=social&hide_post_profile=0
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And here’s another chain of comments… 
  

 Steve Leach • Works at Photographer  
Not that anyone at FB will ever read this,, but you need to find a way to 
protect photos from being downloaded (or selecting who can and can not) 
stopping the right click copy,, and its really an issue on FAN and Business 
Pages. If you want to steal some nice photos,, Facebook is the place people 

are going to get them. 
 

August 26 at 2:39pm  41 People liked this comment 
  
 
Pete Hunt • Top Commenter • San Francisco, California 

Well, I read this, and I'm on the photos team. 
 
 

August 26 at 4:10pm  18 People liked this comment 
 
 Pete Hunt • Top Commenter • San Francisco, California 

This is a more difficult problem than it seems at first glance. We're 
prioritizing stuff some other things right now, but this is on our radar. 

 

August 26 at 4:11pm  29 People liked this comment 
 
  
 Roland Varriale 

This is impossible... 
 

 
August 26 at 5:12pm  11 People liked this comment 

 
 

++++++++++++++ 

The frustration of these Facebook users is palpable. With over 800 million active users, 50% of whom log-in 
every day (Facebook Website), Facebook is a phenomenon of huge significance. And with, on average, over 
250 million photos are uploaded per day (Facebook), it’s no wonder Facebook’s functionality and policies 
kick up some dust now and then.  But it is a wonder why more people do not rebel. Do they just not care 
what happens to their photos, their “content,” their “Intellectual Property”? 

  

http://www.facebook.com/plugins/feedback.php?href=http://blog.facebook.com/blog.php?post=10150262684247131&permalink=0&limit=10&order_by=social&hide_post_profile=0
http://www.facebook.com/plugins/feedback.php?href=http://blog.facebook.com/blog.php?post=10150262684247131&permalink=0&limit=10&order_by=social&hide_post_profile=0
http://www.facebook.com/plugins/feedback.php?href=http://blog.facebook.com/blog.php?post=10150262684247131&permalink=0&limit=10&order_by=social&hide_post_profile=0
http://www.facebook.com/profile.php?id=1174281285
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Prologue II 

 

The Smith Family Portrait Found Half Way ‘Round the World, Larger Than Life  

 

Early in the summer of 2009, the Smith family of Missouri was shocked to learn from a traveling friend 

that their family portrait had been reproduced on billboard size advertising at grocery store chain in 

Prague. An article in The Guardian by Maev Kennedy displays an AP photo of the billboard alongside the 

Smith’s family portrait, proving the images to be exactly the same. The grocery store owner claims he 

thought the image was computer generated and promised to remove it. Kennedy goes on to describe 

Mrs. Smith and her prolific social media activity and quotes her saying, “So this is the price we pay for 

indulging in social media, I guess."  

Despite Mrs. Smith’s efforts to corral the use of her family’s portrait a year later it was found on Healthy 

Price, Inc. web site. 

And in June 2011, according to Danielle Smith, the photo had been used again! This time it was the 

masthead photo for a web site called “LowerMyPowerBill.com.”  The company subscribed to the widely 

used GoDaddy web hosting service. In choosing one of their standard templates, they chose the Smith 

family portrait. The photo was the masthead default of the template. Mrs. Smith confronted the man 

GoDaddy had listed as the owner of the photo. He denied ownership - - - it was his son who owned the 

photo! 

Though she had posted the photo on Facebook (with Friends Only settings), Mrs. Smith blames the 

distribution of the grocery advertisement photo on her posting it to a site called Ning (a social 

networking site). Smith was not aware at the time how open the Ning community was. But ultimately, 

Smith blames the Czech store owner who used her photo without gaining permission. (Smith email 

12/04/11) She also takes some responsibility for having posted a high-resolution image, which makes it 

easier to copy. 
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Digital Photography on the Internet: What Have You Got to Lose? 

 

The Internet provides many options for posting and sharing photos, and just as many options for Internet 

users to pilfer photos from copyright holders. It is very much like the Wild West, full of opportunity and 

vast in possibilities, yet vulnerable to crime and abuse. In order for a digital photographer to fully take 

advantage, or to safely take advantage, of the resources on the Internet, he must be aware of the 

potential for losing control of his images. There are many tools for the digital photographer to protect his 

copyrighted work, but it takes vigilance and a proactive approach.  

This report will explain the main issues regarding management of digital photography on the Internet. It 

will compare options for the amateur and freelance photographers in file storage, replication and 

distribution in Internet sites and services. The report will catalogue and chart leading purveyors who 

exemplify several Internet posting options of digital photography in the United States. 

 

Table of Contents: 

Definitions 

Cloud Storage and Services  

Stock Photo 

Stock Photo Portals 

Social Media 

Tools to Manage and Protect Copyright 

”Hope” Campaign Poster for Closing 
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Definitions 

Since the Internet is a fluid and dynamic environment, it will be helpful to set the stage with definitions and 

current circumstances regarding digital photographic rights and management. 

 Cloud Storage and Services  

 Copyright 

 Creative Commons 

 Digital Rights Management 

 Digital Millennium Copyright Act 

 Editorial Use 

 Fair Use 

 Model Release 

 Personal Use 

 Public Domain 

 Royalty Free 

 Social Media 

 Terms of Use/Service 

 Transformation 

 

Cloud Storage and Services: Remote network storage and services accessed through the Internet. 

Cloud Computing refers to the use of web server facilities of a third party on the Internet to store files, or 

to deploy or run applications. They could be private or public. (PC Magazine Encyclopedia) 

Copyright: This is a state of ownership inherent in any original “fixed” work in a tangible medium of 

expression. (Title 17 US Code) US copyright law is based on The Copyright Act of 1976 and its 

amendments but harkens back historically to the 1710 British Statute of Anne.  Much has changed with 

the advancement of technology, but even in the 18
th
 century there was copying, or stealing of work.  First 

with moveable type and now, with personal computers, it has only become easier. (Gasaway)  

A copyright owner has exclusive right to reproduce, prepare derivative works, distribute copies, perform 

work publicly and display work (Title 17, US Code). The term of a copyright is life plus 70 years (and can 

be renewed for another term). The copyright holder has the exclusive right to transfer his copyright or to 

license it for another’s use. 
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All works are automatically copyrighted at the moment they are created, if they are “original” and “fixed.” 

Even works that are similar to another can be copyrighted, as long as they have “a smidgen of creativity.” 

(Gasaway)  Also protected are works deemed “transformative,” which is described below.  

The purpose of the U.S. Copyright law is to encourage creativity through regulation that provides an 

appropriate “balance” between protections and openness. 

A copyright is never lost. The creator of the work owns the copyright for life, and then some. A copyright 

owner may transfer their copyright, or more common, license it, but they never lose it. 

Creative Commons:   This is a non-profit organization that provides support and tools for content 

licensing, with the objective of enhancing sharing, even in a commercial setting. Content licensed in the 

Creative Commons can be copied distributed, edited, remixed and built upon. It is the basis of Wikipedia, 

and can be found in Flikr as an optional licensing type for image downloads. 

Digital Rights Management: A means by which use and protections of digital media are managed. 

Digital Millennium Copyright Act: Adopted in 1998, the DMCA is Appendix B of U.S. Copyright Law. It 

is intended to protect copyright holders from piracy in the digital world.  The Act makes it unlawful to 

circumvent devices designed to prevent the copying of copyrighted content. It also makes unlawful the 

creation of tools (i.e. software) that facilitate the copying of protected works. This Act strives to protect 

copyright owners from infringement in the United States, but it does not apply internationally. This 

presents a significant limitation since the Internet is global. Furthermore, an infringer could unlawfully 

obtain copyrighted material abroad and redistribute it back to the U.S. (Kruger) 

Editorial Use: A non-infringing, allowable use of copyrighted content. The user may derive no benefit, 

commercial or personal. Uses include news reporting or information that is not for sale, per se. It does not 

require model releases. The user must provide attribution: photographer and stock photo vendor names 

(as appropriate).  “Editorial Use” is a subset of “Fair Use.” 

Fair Use: Section 107, Title 17 US Code allows copyrighted photos to be used if the purpose is included 

in allowable uses (comment and criticism, teaching, news reporting, research, etc.), or if the amount or 

portion of the work used is acceptable, and if there is not a damaging effect on the potential market value 

of the copyrighted work. (Title 17 US Code, Section 107). Libraries and archives have certain Fair Use 

protection if there is no commercial advantage, if the collection is open to the public and copyright 

attributions are stated.  (Title 17 US Code, Section 108) 

The allowable uses in Section 107 stated as “fair” are illustrative only; courts have found other 

circumstances to be “fair use”.  Therefore courts now use the four part test  (Gassaway) which takes into 
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account 1.) purpose and character of the use, 2.) nature of the copyrighted work, 3.) amount and 

substantiality used; 4.) effect on the potential market for or value of the work. (US Code) 

Infringement: The violation of a copyright by copying, use or distribution. In order to file an infringement 

claim, the copyright owner can prove ownership three ways: 1.) originality with author, 2.) copyrightable 

content, 3.) registration of the copyright. Though it is not required to register a copyright, a registered 

copyright provides the easiest way to prove ownership. (Gasaway, p 252) 

Model Release: A contract that grants permission by the person(s) in an image for the author to 

distribute to the work. 

Personal Use: Use of copyrighted work that allows for legally obtained work to be copied by the 

consumer from one location to another (“space shifting”), such as copying to a back up file on a 

computer. Issues regarding Personal Use remain unresolved; copyright scholars contend that personal 

use should be allowed as part of “fair use.” Copyright owners disagree as they see this eroding a 

consumer base. (Gasaway) 

Public Domain:   Includes works whose copyright has expired, published by the Federal government.  

Any private work created since the Copyright Act of 1976 automatically is given copyright, so would not 

be included in Public Domain. (Gasaway) 

Rights Management: A content license distinction that provides contracting for compensation to the 

copyright owner based on quantity or type of use of the content. As opposed to “royalty free.” 

Royalty Free: A term to describe distribution criteria that allows unlimited use, though not the resale of 

the images. The opposing concept is called “rights managed” images. 

Social Media: “Forms of electronic communication through which users create online communities to 

share information, ideas, personal messages and other content.” (Merriam-Webster) Service providers in 

this space include: Facebook, Flickr, YouTube, etc. 

Stock Photography:  The name referring to numerous providers of images, whether free or for purchase. 

On-line stock photography providers include Shutterstock, Getty Images, Corbis Images.  

Terms of Use/Service: The means by which a service provider defines their responsibilities and the 

extent and limitations of their rights and liabilities. 

Transformation: An allowable use of copyrighted material. If a copyrighted work has been altered 

enough, it can qualify for a new copyright as a “transformative” use. The resulting product is referred to as 

a “derivative work”. 
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Cloud Storage and Services 

“Cloud Computing” includes everything from social media to intra-net file sharing for workplace groups. 

For our purposes, let’s discuss Cloud Computing as a generic option for photographers to store images 

on-line. They do so for several reasons. One is to make use of storage space capacity they may not have 

on their personal computer.  A 12 mega-pixel camera (MP), such as the ever-popular Nikon D90, creates 

image files as big as 36 mega-bytes (MB). This is an uncompressed file and in all practicality, is rarely 

used. Most photographers save their images in JPG or TIFF formats, saving storage space. (Wikipedia, 

Image File Formats, December 2011) But even these files take up lots of space, and multiply file size by 

the volume of photos even the average family takes, and you’re looking at lots of mega-bytes. 

Therefore on-line storage is a practical matter for many people. But it provides added benefits, one being 

that of secure storage space, safe from personal computer loss, or file loss. This is referred to as back-up 

storage.  It is available in many styles, from simple file storage to web site “gallery” service. 

Some on-line storage services offer the storage for free because they make their money by providing 

printing services. Not only is this handy, but these services go far beyond the home jet printer, to 

providing creative products from t-shirts to coffee mugs. (Branzburg) 

A sub-set of Cloud Computing are Stock Photo Portal sites, which also serve as print service sites.  For 

instance, SmugMug provides the photographer a place to post and store photos there, as well as printing 

services for them and their friends or family.  (SmugMug’s primary offering is web site services for you to 

sell your printed, or downloaded, photos to the public.) 

Cloud Computing is becoming more seamless all the time. This summer Apple introduced iOS 5, which 

brings millions of iPhone users to potentially use Apple’s iCloud.  With iCloud, every time a picture is 

taken, a copy is automatically sent to the user’s iCloud account on-line. iCloud accounts are protected 

with user name and password access, so content, such as photos, posted to the iCloud benefit from 

protection from outside users. The Apple and iCloud license agreement states that all content is owned 

by the author and protected under copyright law. They have a DMCA clause that prohibits users from 

breaking copyright law with computer devices. (Apple Web-site) 

Cloud computing in its purest form is a self-run, network drive service. For the digital photographer, the 

options only begin here. At the other end of the spectrum are Stock Photo sites, which chose to host, post 

and sell your photos for you. 

 

  



Digital Photography on the Internet 10 
 

Nina Milligan, COM 499A, Autumn 2011   

Stock Photography 

 Corbis  

 Getty  

 Shutterstock 

 iStockphoto 

 

Stock photography is photography that can be licensed for royalties or for defined uses. It is very popular 

with designers, marketing professionals, magazine ads, websites, etc. It is much less expensive and time 

consuming than hiring a professional for custom work. The copyright of stock photography may be owned 

by the photographer, in which case he earns a commission. (Whitworth) Some stock photo companies 

have their own libraries of content. The Internet has made this service virtually ubiquitous. 

This all began with the industry’s two biggest players, Corbis Images and Getty Images. Both are based 

in Seattle and are global giants. A photographer must be selected to be listed in their libraries. It is very 

competitive. Much of their content is agency owned. They are big, intensely managed agencies. Though 

they fall outside the purview of this report, they bear mentioning because of their stature in the industry. 

Corbis Images was founded in 1989 by Bill Gates. Corbis manages over a 100 million images, adding 

hundreds of thousands every year. Corbis distributes its own copyrighted content, others’ content and 

works for hire. The collection includes some of the most famous photographers such as Ansel Adams and 

Andy Warhol. Corbis has been in an acquiring mood. Earlier this year they acquired Splash News and 

this winter signed an image sharing agreement with the Associated Press. (CorbisImages.com) 

But Getty Images is thought of as the king of corporate acquisitions. Getty is owned by a group of private 

investors but was founded in 1995 by Mark Getty and Jonathan Klein. Getty was the first to license 

images on the web. They boast a diverse portfolio and over 80 million images. In 1999 Getty acquired 

one of the world’s largest stock photo company, Tony Stone Images. Since then they have acquired 

many others, including the “microstock” agency iStockphoto in 2006. (GettyImages.com) 

Today, with the proliferation of digital cameras, “microstock” agencies have become very popular. One 

example is Shutterstock Images LLC . Photos posted on this site are offered royalty-free to subscribers or 

for sale individually. Shutterstock’s Standard License grants “personal, non-exclusive, non-transferable, 

right to use and reproduce Images” to subscribers for any use, personal and certain commercial uses, 

other than sale of the image. Users are limited to 250,000 copies of the image, which is an industry 

standard. Higher volumes or other uses may be accommodated in the Enhanced License. 

http://www.corbisimages.com/
http://www.gettyimages.com/
http://www.shutterstock.com/
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While Shutterstock remains popular, many business professionals cite their favorite stock provider to be 

iStockphoto, out of Alberta, Canada. iStockphoto is a royalty-based service. Photographers earn at least 

15% and up to 45% if they become “Exclusive Contributors.” Exclusive Contributors are signed-up 

members who have read a tutorial and passed a test. This routine teaches not only how the service and 

web site works, but also copyright issues, photo-tagging and how to compose and save quality digital 

stock photos. 

If a photographer distributes their work through iStockphoto, they grant the customer (or user) a 

“perpetual, non-exclusive, non-transferable worldwide license to use the Content for the Permitted Uses”. 

The license lists the permitted uses. The customer may only use the content, and not transfer it to 

another, except for the purposes of printing, etc. Personal and commercial uses are permitted.  

iStockphoto guarantees that content used within the limits of the license will not violate any copyrights, 

trademarks, intellectual property rights, etc. If there is a claim of infringement or violation, iStockphoto will 

help defend the licensee. Furthermore, IStockphoto will pursue copyright infringement claims when 

submitted to them. This is a common stance of any digital image warehouse or service provider. 

 

Stock Photo Portals 

SmugMug is an example stock photo “portal,” distinguished from stock photo agencies in that the 

photographer manages their own site, called “galleries,” within SmugMug.  SmugMug provides licensing 

formats, but as defines a “portal,” SmugMug clearly defines its role to be merely a facilitator. The 

copyright licensing is a contract between the owner and the service, or end user. 

There are three types of “subscriptions” available for photographers on SmugMug. They can choose 

settings that limit access only to themselves, providing a storage and printing site. These most private 

settings are called “SmugIslands.” A photographer could allow a select few into their islands by self-

distributing their URL. There are limited protections with this “Basic” subscription, such as no right-click 

protection, but this is of little matter since access to your site is limited in distribution and in the account 

settings. 

On the other end of the spectrum, photographers can make their SmugMug site open to the public and 

search engines.  Photos can be organized into “galleries,” each with different accessibility. Individual 

images can be managed with distinct settings. 

http://www.istockphoto.com/
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Photos on SmugMug can be printed either as a convenience to the photographer, or for sale, either for 

“Personal Use” or “Commercial Use.” As copyright owner, the photographer can license the photo for sale 

with a SmugMug “Pro” subscription.  

Many photos are displayed with signatures or watermarks on them, or ©and their name, have much 

better protections. A watermark is a technique used to distinctively label an image and can help prevent 

someone from copying an image and reusing it.   

SmugMug offers several tools to protect copyright owners: 

 Right-click Protection: A setting option for photographers causes dialogue box on right-click: 

“These photos are copyrighted by their respective owners. All rights reserved. Unauthorized use 

is prohibited.” (the right-click still can proceed, but the resulting file is empty) 

 Watermarking Tools: available for those with the “Pro” subscription. 

 Resolution Management: Select lower resolutions or thumbnails, to deter print-screen capture, 

which allows you to “Disable your originals.” 

SmugMug warns that shared photos and ones posted elsewhere, such as blogs, do not get such 

protections. This seems to state the obvious, but given the wide range of expertise that their users likely 

embody, it bears stating this clearly. 

And in a quick test, I was able to browse photos of what seemed to be endless choices.  In choosing a 

photo randomly, I was able to blow it up to huge size/resolution.  I could Print-Screen (screen-capture) a 

photo which produced a 1.2 MB image in .tiff on my local drive. (This file was promptly deleted.) 

 “Personal Use” photos for sale can go for as little as .19 for a 4X6 glossy print to a $300 box-framed, 

mounted print of a 36X36. Or choose a float mounted metal printed for $450!  You can buy mouse pads, 

ceramic tiles, mugs, t-shirts, or greeting cards.  

Some photographers offer a digital download “Personal Use” License. As the name implies, this digital file 

cannot be used for commercial or other monetized purpose. The copyright remains with the 

photographer. Neither the photographer nor SmugMug accepts liability for third-party claims against the 

end user. A random check of prices for “Personal Use” downloads shows a range from $1 - $40. 

The photographer may also offer digital downloads in a “Commercial Use” License. It is a royalty-free, 

non-exclusive, non-transferable license. It allows the customer to use the image in advertising and 

marketing material, but it cannot be used in media which is subsequently sold (I.e. posters). Derivative 

works are expressly prohibited. The image may not be used in Trademarks or logos. 
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A random selection of photographs reveals Commercial Use downloads for $10 - $10,000 depending on 

the photographer and the image resolution. 

Photographers’ membership options with SmugMug range from $38 to $145/year. The lower end, called 

“Basic,” provides simple back up storage with printing and sharing services. The “Pro” membership allows 

you to add watermarking, sell photos, and set your own prices. SmugMug takes 15% of the price.  

Restrictions on photographers to post include: infringing material, unlawful, inflammatory, obscene, and 

unsolicited promotions or advertisements, though SmugMug denies any responsibility to screen 

submissions for compliance. 

SmugMug’s terms language is very restrictive. They grant a limited, non-sublicensable, revocable license 

restricting use to the access and permissions available through the shopping cart. SmugMug offers 

services that assist in copyright management, such as: 

 Accessibility settings for each photographer 

 Watermarking, trademarking, signature services 

 Distinct “Personal” and “Commercial” use licensing 

 Resolution management 

SmugMug’s controlled environment provides many protections. Balancing the controls are numerous 

options, in effect making SmugMug a versatile service for the photographer and the image customer. 

SmugMug is a good option for photographers wishing to print, share or sell photographs with wide 

ranging distribution interests. 
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Social Media 

 YouTube 

 Google+ 

 FlickR 

 Wikipedia 

 Facebook 

 WordPress 

 

While they are not dedicated exclusively to photo sharing, “social media” sites are big players in the 

management of digital images. Facebook alone takes on an average of 250 million image uploads every 

day. For that reason, below is a brief description of the primary players with regards to digital photo 

images. 

Though YouTube’s video hosting lay outside the scope of this discussion about digital still photography, it 

bears mentioning for the definitions it makes regarding copyright and distribution. The site states, “You 

shall be solely responsible for your own Content and the consequences of submitting and publishing your 

Content on the Service. You affirm, represent, and warrant that you own or have the necessary licenses, 

rights, consents, and permissions to publish Content you submit; and you license to YouTube all patent, 

trademark, trade secret, copyright or other proprietary rights in and to such Content for publication on the 

Service pursuant to these Terms of Service.” 

Though that disclaimer is fairly freewheeling, YouTube does have a helpful “Copyright Center” with a link 

easily found on the site’s index page. Particularly of note is “Content ID.” Content ID allows you to tag 

your work with a unique identifier which is permanently associated with the content file. Content ID allows 

you to block, monetize or track all viewing of your content through YouTube. Except for monetizing your 

content, this and other copyright tools are free. For those who wish to monetize their content, there is the 

“YouTube Partner Program” for which a fee is charged.   

Google+ came on the scene in 2011 and has been embraced widely. But if the photographer read the 

content license agreement, they might be reluctant to post valuable photos on this site. The license 

agreement states: 

“Section 11.1 You retain copyright and any other rights you already hold in Content which you 

submit, post or display on or through, the Services. By submitting, posting or displaying the 

content you give Google a perpetual, irrevocable, worldwide, royalty-free, and non-exclusive 

license to reproduce, adapt, modify, translate, publish, publicly perform, publicly display and 
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distribute any Content which you submit, post or display on or through, the Services. This license 

is for the sole purpose of enabling Google to display, distribute and promote the Services and 

may be revoked for certain Services as defined in the Additional Terms of those Services.” 

This blanket disclaimer protects the functionality of Google as a search engine in which content must be 

shared to be searchable. (Tivo case?) But reading further reveals further exposure for the content 

provider: 

“Section 11.2 You agree that this license includes a right for Google to make such Content 

available to other companies, organizations or individuals with whom Google has relationships for 

the provision of syndicated services, and to use such Content in connection with the provision of 

those services.” 

And if the photographer is not yet suspicious of the destination or uses of his content, he should read 

on… 

“11.3 You understand that Google, in performing the required technical steps to provide the 

Services to our users, may (a) transmit or distribute your Content over various public networks 

and in various media; and (b) make such changes to your Content as are necessary to conform 

and adapt that Content to the technical requirements of connecting networks, devices, services or 

media. You agree that this license shall permit Google to take these actions.” 

It may be some solace that Google+ can prosecute copyright infringement claims that are brought to their 

attention, and to take down sites of repeat offenders. But finding infringers in this Wild West environment 

might be a near impossible task. 

Flickr, which was sold to Yahoo! Inc. in 2005, is another popular photo posting site in the social media 

family. When you post content on publicly used sites in Yahoo! “you grant Yahoo! the following worldwide, 

royalty-free and non-exclusive license(s),” you grant Yahoo! the license to do anything they want as long 

as it is for the purpose of providing and promoting the specific Yahoo! Group which the content is 

associated. Outside Yahoo! Groups, Yahoo!  can do whatever it wants as long as it is consistent with 

what the content provider intended. Once you delete the content, Yahoo! no longer has any license to it. 

Flickr can be open to the public, or access limited. 

Flickr has joined forces with Getty Images to offer a licensing service for photographers: The Flickr 

Collection on Getty Images. The Flickr photographer can elect to have their photos reviewed by Getty for 

possible inclusion in the program. If selected, the photos become available in a royalty-free, exclusive, 

rights managed program. 
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Flickr has been involved in a few copyright infringement cases. One example is from 2007 when the 

Chang family of Dallas sued Virgin Mobile and Creative Commons Corporation for the use of their 16 

year-old daughter’s photo in a Virgin Mobile advertisement. Virgin claims that the use was allowable in 

the Creative Commons license. The photographer who posted the image of the girl on Flickr chose a 

licensing option that allowed the reuse of the photo, even for commercial use, if the photographer and the 

location of the image is credited. (Associated Press – Virgin Mobile Sued…) The fact that the girl was a 

minor makes this story not only newsworthy, but also a more serious case. 

Flickr’s default copyright setting is “All Rights Reserved” which disallows image use by third parties. But 

the photographer in the Virgin Mobile case selected the “Attribution License” from the Creative Commons 

licenses presented. In the suit he claims that Creative Commons did not adequately educate him on the 

details of the license. Virgin Mobile used over 100 images downloaded from Flickr, according to the law 

suit. (Out-Law.com) 

The case was dismissed in January 2009 granting Virgin’s motion regarding lack of personal jurisdiction 

in Texas. Though the plaintiffs argued that the photo was stored on a server in Texas, they could not 

prove it. And though they argued the ad campaign was interstate and that the Creative Commons license 

was with a Texas resident, the photographer, the judge dismissed the case. (Brown) 

Though Flickr was not a named defendant in the case, the digital photographer should note its role and 

select licensing choices carefully. 

Another blow to Flickr is Bloggers’ complaint that Flickr has an API tool that allows mass, automated 

copying of photos. Some fine this egregious, others think it is part and parcel of the Internet.  Flick makes 

some attempts to protect photos: disabled right-click copying, added license selections, the offering of 

Flickr by Getty image sale service. 

Wikipedia behaves like a free-love site of the 1960s. It is based on the “Open Source” philosophy wherein 

content is provided for free and can be freely shared. It may not be used commercially by anyone. This is 

described in the text of Wikipedia’s “Creative Commons Attribution-Share Alike 3.0 Unported License”. 

Sharing and remixing (transformation) work with is allowed with attribution. If you adapt work, you may 

distribute, but like with “open source” code, you must “share alike,” meaning that it remains free and 

cannot be commercialized.  Wikipedia “grants you [the end user] a worldwide, royalty-free, non-exclusive, 

perpetual (for the duration of the applicable copyright) license to exercise the rights in the Work as stated” 

to reproduce, adapt or distribute the content. Wikipedia waives the right to collect royalties, except in 

jurisdictions that require it. 
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And then there’s Facebook. With over 800 million active users, 50% of whom log-in every day (Facebook 

Website), Facebook is a phenomenon of huge significance. On average, over 250 million photos are 

uploaded per day (Facebook).  So let’s explore the path of content, in particular photos, that are posted 

on someone’s Facebook Wall.  A Facebook “Wall” is part of the web site’s template that allows a user, be 

it an individual or an organization, to post photos and verbiage. We will focus on the photos. 

A quote from the Terms and Conditions describes the responsibilities Facebook promises for photos 

posted on your Wall:   “For content that is covered by intellectual property rights, like photos and videos 

(IP content), you specifically give us the following permission, subject to your privacy and application 

settings: you grant us a non-exclusive, transferable, sub-licensable, royalty-free, worldwide license to use 

any IP content that you post on or in connection with Facebook (IP License). This IP License ends when 

you delete your IP content or your account unless your content has been shared with others, and they 

have not deleted it.” 

According to privacy settings in Facebook, your content is only made available based on your privacy 

settings. If your account is set to “Friends Only,” or this choice is made when posting an image on your 

Wall, the exposure of your content is limited. It depends on the community of friends, their number and 

trustworthiness. You may however choose privacy settings that make your Wall visible to “Everyone.” It is 

obvious that this exposes your copyrighted content to unknown and untrustworthy “friends.” 

Facebook was created with sharing in mind. Functionality is therefore readily available to share and to 

copy. When a Wall photo is clicked, an image management tool is opened with a slide show of the Wall’s 

photos. Plainly positioned below each photo is the feature “download.” This allows the user to download a 

copy of the image to their computer, with high quality resolution. This is a handy feature when sharing 

photos of the baby with the family, but if your community is unwieldy or your privacy setting allow the 

public to access your photos, you may have trouble enforcing your copyright.   

Photos visible on a Wall can be copied with a “right-mouse-click” save-as function in Windows. Except 

with the largest of original files, the resulting saved file will be too small to be productively reproduced. 

However, Facebook provides an easy image copy tool. 

In their favor, it must be said that the Facebook copyright policy clearly states that Facebook will remove 

content reported to them to be infringing. If wrongfully accused a counter-claim may be filed. So there is 

due process. 

But all that said, the Federal Trade Commission (FTC) has brought significant “complaints” against 

Facebook for not abiding by its claim to limit access to Facebook users based on privacy settings. 

Facebook asserts that using a “Friends Only” privacy setting meant that content would be shared only 

http://www.facebook.com/privacy/
http://www.facebook.com/editapps.php
http://www.facebook.com/editapps.php
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with those in one’s Friends’ list. The FTC alleges that Facebook shared content beyond one’s friends, but 

with third-party applications that a Friend uses. (FTC November 29, 2011). Another charge states that 

Facebook would continue to store, and to deliver over the Internet, photos and videos of accounts that 

had been deleted, contrary to the Facebook promise that this content would be deleted when you deleted 

your account.  (FTC, Faire, November 29, 2011) 

Facebook agreed to settlement with the FTC on November 29, 2011. Going forward, the provisions of 

December’s settlement may cause Facebook to fulfill its promised policies. The settlement includes 

regular third-party audits. Or it might result in Facebook changing its stated policies. If Facebook simply 

stated that it shared everything, would they lose users? How many actually read the terms and privacy 

policies?  The FTC feels they have covered this base by requiring Facebook to get affirmative permission 

in a “clear and prominent” fashion (Fair, 12/1/11).  That seems to rule out the small type, cram-packed 

policy statement means of informing. 

WordPress is a blogging host and service provider. Wordpress is managed by the Creative Commons, 

Share and Sharealike license model (see Wikipedia). Users may copy and repurpose anything. 

Ownership references are to be updated to refer to the new owner. The new owner is in turn obligated to 

also share the content. 

“By submitting Content to [WordPress] for inclusion on your Website, you grant [WordPress] a world-wide, 

royalty-free, and non-exclusive license to reproduce, modify, adapt and publish the Content solely for the 

purpose of displaying, distributing and promoting your blog.” 

Wordpress disclaims all content liability: “You are entirely responsible for the content of, and any harm 

resulting from, that Content.”  They disclaim even reviewing all sites, therefore unable to manage or 

represent the content in anyway. The Terms asks users to respect the copyrights of others and will follow 

up on reports of copyright infringement. 

The ability to copy images was mixed.  Copying a photo in masthead that was 1 MB with a right-click, 

save-as download resulted in a file only 76KB . But a photo in a post that was 650KB with a right-click 

download was copied in the same size and resolution. 

The assumption of sharing in this site, and perhaps in the blog culture, imparts a self-management ethic. 

Copyright owners posting images in this forum should do so with the intent to share with no 

compensation. 
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Tools to Manage and Protect Copyright 

 Tagging 

 Metadata 

 Watermarking 

 Image Resolution Management 

Though little has changed in photo licensing, the fulfillment of a license and the distribution of photos 

have changed immensely through the revolution of the digital world. Even though controlling distribution 

and copying has become difficult, tracking and protecting copyrighted work has become easier. For 

instance, with digital images, data can be stored with an image, such as copyright holder info.  This data 

can help protect the copyright holder, and help him track infringement. (Pearlman) 

In 1991 the International Press Telecommunications Council, or IPTC, standardized data fields that would 

stored with image files. Their platform for entering metadata was called Information Interchange Model 

(IIM). In partnership with Adobe the IPTC transitioned into promoting IPTC Headers, still commonly used. 

In May 2011 the IPTC adopted the following "Embedded Metadata Manifesto" (IPTC Website): 

1. “Metadata is essential to describe, identify and track digital media and should be applied to all 

media items which are exchanged as files or by other means such as data streams. 

2. Media file formats should provide the means to embed metadata in ways that can be read and 

handled by different software systems. 

3. Metadata fields, their semantics (including labels on the user interface) and values, should not be 

changed across metadata formats. 

4. Copyright management information metadata must never be removed from the files. 

5. Other metadata should only be removed from files by agreement with their copyright holders.” 

Metadata standards continue to improve. In 2005 Extensible Metadata Platform, or XMP, was developed 

in collaboration with Adobe Photoshop to embed metadata in images using their software.  When XMP 

file systems are used, the photographer’s metadata appears in the XMP/IPTC display when the image is 

viewed digitally.  This may not prevent someone from stealing an image, but it gives the copyright holder 

a “formidable weapon” when pursuing an infringement claim (Pearlman). 

Today, all photo-editing software (such as Corel Paintshop Pro X4, Adobe PhotoShop, Aperture) provides 

the means for the photographer to adjust embedded metadata settings in their photo files. 

In 2006 a new program to protect and track copyrighted works was created called the Picture Licensing 

Universal System (PLUS). PLUS provides standards for embedded metadata and links it to standardized 
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licensing language. This comprehensive approach helps photographers label their work and to track it in 

the digital world. The PLUS website offers free tools that allow embedding metadata in XMP or IPTC 

formats that link to the license, right from inside the image file. 

But even before the image is opened in a photo software tool, digital cameras embed Exif data in the 

image at the time of capture. This information can include the date and time of capture, make and model 

of camera, and very nice for copyright protection, the serial number of the camera and even the 

photographer’s name. Cameras can be programmed to save images with a unique file name format. 

(Bolante; PLUS). This information can be used at a later date to track the use and Internet whereabouts 

of your images, as well as proving copyright ownership. 

But regardless of these handy tools, all computers provide the ability to “print-screen” or to copy and 

image by “screen capture” of an image. This device can circumnavigate all but the strongest of content 

protection fortresses. 

Watermarking is the technique for labeling a photo with distinctive information to identify the copyright 

owner. If it is a visible watermark, it can prevent someone from print-screen copying of the photo. 

Watermark tools come in most photo editing software. Photo storage and stock photo portal sites also 

offer watermarking tools for their members/users. Furthermore, there are also single purpose software 

solutions, such as “PhotoWatermark Professional” or “WaterMark Master.” It is very interesting that 

almost as popular as the watermarking software titles is one called “Photo Stamp Remover 4.2.”  

Another option to control digital image distribution and use is through resolution management.  An image 

can be rendered useless if the resolution is so low that it cannot be blown-up to a useful size. For display 

purposes images can be compressed using any photo saving software. Saving JPG files provides a 

simple means for this, giving a sliding dial or percentage option in the save dialogue box. 

Resolution management and visible watermarking are the only ways to protect against “print-screen” or 

“screen-capture” means of lifting images off the Internet. 
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Shepard Failey and the “Hope Poster” 

The “Hope Poster” is a colorized version of Obama’s image that became ubiquitous during and after 

Obama’s campaign for president in 2008. It depicts Mr. Obama calmly looking up and to the side with an 

optimistic glance. The image has red and blue added in a modern coloration and the image has the word 

“HOPE” placed across the bottom. The Associated Press (AP) claimed the image was based on a 

copyrighted photo. 

The creator of the Hope Poster is Shepard Failey.  Failey sued the AP in 2009 in response to their 

threatening to bring an infringement case against him. The AP claimed the Hope Poster was based on a 

photo taken in 2006 of Barack Obama.  In January 2011 Failey and The Associated Press came to a 

settlement agreement.  Failey now admits he used the AP photo, one taken by Manny Garcia. (Kennedy, 

Randy) 

Garcia is a freelance photographer who was not working for the AP at the time the photo was taken, but 

the AP can prove through human resources records that he was in their employ and that the photo was a 

product of a “work-for-hire,” meaning the copyright is retained by the AP. (Itzkoff)  

Failey has admitted to confusing photo files, deleting and switching files to conceal his actions. For this he 

will be tried in a criminal court. But in the settlement with AP, both parties maintained their standing in the 

copyright infringement. Failey maintains that his transformative use was allowable (clause of the Fair Use 

doctrine), the AP maintains that his use was infringing. In addition to an undisclosed financial settlement, 

both parties agreed to future actions that protect against using AP copyrighted images, as well as 

royalties regarding the current, “Hope” image. (Kennedy, Randy) 

It is still unclear how Failey acquired the photo by Garcia. But that is immaterial if Failey’s case depends 

on the transformative use. Since the case was settled rather than decided, the topic remains open: is it ok 

to copy a photo from the Internet and use it for your own purposes, even commercial, if you transform the 

image? 

And what is “commercial use?” AP lawyer Dale Cendali said depositions and other evidence in the case 

revealed that Fairey has earned at least $2 million from the sale of products. The defense claims these 

“earnings” don’t count as commercial because they were donated to charities. (Neumeister) Criminal 

charges are still pending against Fairey for perjury and obstruction of justice involving the AP case. 

The Copyright Act allows derivative works, and court cases will help define the boundaries of this use. But 

Internet based service providers, such as those in this report, are trying to pre-empt court rulings by 

adding derivative work language into their license agreements. iStockphoto allows certain, select 

derivative works. For example, you cannot superficially modify the Content, print it on a t-shirt, mug, 



Digital Photography on the Internet 22 
 

Nina Milligan, COM 499A, Autumn 2011   

poster, template or other item, and sell it to others for consumption, reproduction or re-sale. 

(istockphoto.com) 

Shutterstock allows derivative works, but then claims ownership resides with the original work’s owner:  

“In the event that you create a derivative work based on or incorporating one or more Images, all rights in 

and to such Images shall continue to be owned by Shutterstock or its Submitter(s), subject to your rights 

to use such Image(s) pursuant to the terms and limitations set forth herein.” (Shutterstock.com) 

SmugMug expressly disallows derivative works. 

But can these Internet vendors restrict a protected use in the Copyright Act?  This is yet to be seen. 
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Closing Comments: 

The Internet is indeed like the Wild West, full of opportunity, risk and in places, lawlessness.  

If a photographer wishes to benefit from the protections of copyright they should create a strategy. 

If you venture into licensing your own images, police your licenses. Check to see if your images have 

been distributed beyond your permissions. If you provide a use-license to a client, audit the use.  

Commercial clients have been known to, and been sued for, the overuse of an image license. This can 

also be true when the license has a date specified, for a publication such as a catalogue. Audit the client 

to assure the image is not overused. Or be proactive and contact the client to inform them of the 

impending expiration of their license. (Pearlman)  

Managing and tracking copyrighted content can be tricky and resource intensive. Using XMP and IPTC 

metadata can go a long way in tracking and proving copyright ownership.  The addition of watermarks to 

photos posted on the Internet is a simple and useful preventive measure.  Posting images with low 

resolution helps, too. 

But if a photographer intends to successfully manage the value of his copyrighted images, he must plan 

and monitor their use. He can derive earnings from selling his photos, but he can also find monetary gain 

from pursuing copyright infringement claims. He must first decide, “What have I got to lose?” The rest will 

become clearer. 
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